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https://www.informationisbeautiful.net/visualizations/worlds-biggest-data-breaches-hacks/
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Application as attack vector

Applications remains the most common
attack vector

Implementing security means be secure
in several layers to make it harder to be
breached

Crucial to understand and control all
attack vectors

"You are only as secure as your weakest
link”

MoOngy 2022

“How was the external attack carried out?"

Software vulnerability (software exploit) _ 42%;

Web application (SQL injection, cross-site scripting,

remote file inclusion) ek
Use of stolen credentials (logins, encryption keys) 27%
Exploitation of lost or stolen asset 25%
Strategic web compromise (watering hole attack) 24%
Distributed denial of service 24%
Mobile malware 22%
DMNS 21%
Phishing 18%% Web applications
and software
Ransarmwars 159, vulnerabilities are

the top two ways
external attacks

Social engineerin 6% )
"9 g are carried out.

Other 1%

o
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Assume Breach

"Fundamentally, if somebody wants to get in, they're getting in...accept that.
What we tell clients is: Number one, you're in the fight, whether you thought

you were or not.  Number two, you almost certainly are penetrated!
Michael Hayden, CIA

"There are only two types of companies: those that have been hacked, and those

that will be!
Robert Mueller, FBI Director

You need to change your mindset (and your tools) to practice this approach.
First, you need to clearly understand your security vulnerabilities!

MoOngy 2022 7



Impact caused by a security breach

Costs and efforts related with response and notification
Lost employee productivity

Lawsuits and settlements

Regulatory fines and response

Cost of fixing infrastructure

Brand recovery costs & liabilities
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What is security?

"Security is application of technologies, processes, and controls to protect
systems, networks, programs, devices, and data from unauthorized access or
criminal use!

Security provides confidentiality, integrity, and availability assurances against
deliberate attacks and abuse of valuable data and systems.

MoOngy 2022 9



What is Secure DevOps?

Safe and Secure
Provides confidentiality, integrity, &
avatlability + regulatory compliance

Responsive to Needs
Meets business and customer
requirements for market relevance

Quality and Performance
meets the quality, speed, scalability,
reliability, and other expectations

MoOngy 2022 10 moOngu.



What is Secure DevOps?

First Production Release

Minimum viable product (MVP) for: M
» Dev - Business Requirements

. * Sec - Compliance / Security / Safety .

Idea Incubation - Ops - Quality / Performance / Support DevOperations

New Product or Service Ongoing Agile Innovation

Architecture & Governance

\ I Security, Compliance, Identity, & Other Standards

PLAN DEVELOP DELIVER OPERATE

Secure the Design Secure the Code Secure the Environment

lol0l0

ololol
10100

Continuous Improvement of Lifecycle | e,

~ . o ?
1. Refine MVP definitions — how you define and meet MVP for Dey, Sec, and Ops Continuous

(Business agility, operations stability, security assurances, identity standards, etc.)

2. Continuously improve process and program to improve developer productivity,
operational efficiency, security posture, identity standardization, etc.)
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What is Secure DevOps?

Practice that assures security is a crucial part of software delivery lifecycle

Secure DevOps have 3 main principles

Security culture
Secure software delivery
Secure infrastructure
Secure DevOps have 3 main practices to implement its principles
Shifting Left
Continuous improvement

Automation

MoOngy 2022 12 moOngu.



Security Culture




Security Culture

"Security culture refers to the set of values, shared by everyone in an
organization, that determine how people are expected to think about and

approach security!”
CPNI UK (Centre for the Protection of National Infrastructure)

How to promote security culture?

Promote awareness and training
Build your principles
Put principles in practice

MoOngy 2022 14



Secure Software Delivery




Secure Software Delivery
Makes mandatory that everyone learn about basic security practices

3 main goals
Reduce the number of vulnerabilities
Reduce the severity of vulnerabilities you miss
Prepare for potential attacks
SDL practices are implementing through 3 types of learning
Learning by doing
Learning by simulating
Learning by playing

MoOngy 2022 16 moOngu.



SDL Practices

Provide security training for all your organization (developers, operations, ...)
Define security requirements with metrics & compliance reporting

Perform threat modeling (OWASP at least)

Define and use cryptography standards

Manage security risk of using 3" party components

Perform static analysis security testing (development time), dynamic analysis
security testing (testing time) and penetration testing (production time)

Establish standard incident response process

MoOngy 2022 17



SDL: Attacker Opportunities & Lateral Moves
Attacker thinks in graph, defender think in lists

Planning Coding Testing Production

Public
repository

Q Production App Vulnerability

Q Coding Vulnerability . Vuln Discovered in App or a Re-used Component
Introduce exploitable vulns Q Supply Chain Vuln/Implant
Vulnerable Code added to Application
X
Ap---------- o > GF
! Vo
Design Vulnerability @ ? ® A g
Design Choices create . .
Security Issues [ e~ Corpo.rate ¢ BUI|C|. I Version
. repository automation ! release
On Dev workstation 1
mmmmm oo , A N4 A
g ' Uploadto |
LR lotolo |_Repository
g R 101010 I
@ @ @ W TESter'
Developer Application Developer orkstation
team code Workstation

IT Infrastructure attacks
\ Phishing, credential theft, unpatched browser or endpoint vulnerabilitity, weak passwords, old/weak authentication protocols, weak security configuration for cloud, etc.
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SDL Practices

' Threat modelling Static application Dynamic application [ Security smoke tests Continuous
security testing security testing monitoring
IDE Security plugins [ Configuration checks
Security unit and Cloud configuration Threat intelligence
Pre-commit hooks functional tests validation (O Live Site Penetration
. testing Penetration testing
Secure coding Dependency Infrastructure
standards management scanning Blameless
) postmortems
Peer review Secure pipelines Security
acceptance testing




SDL Practices: Infra as Code

Plays a very important role on recoverability

T your infra suffers an attack and you need to rebuild (or build on another place)
laC allow to be faster and secure

On organization using cloud, Infra as Code is the way to implement Disaster
Recovery

MoOngy 2022 20 moOngu.



SDL Practices: Static Application Security Testing (SAST)

Improve code security and quality on an easy and cost-effective way

Makes an analysis on your source code and return insights about security,
performance, maintainability

Fully automated and can be shift-left for developers IDE

Runs to answer by with the question “Is the code secure?”

s it vulnerable to injections (like SQL)?
Does it use any weak encryption algorithms?
Are cookies used with the right flags?

MoOngy 2022 21 moOngu.



SDL Practices: Static Application Security Testing (SAST)

05. Reporting 01. Information Gathering

Static
04. Analysis & Verification Application 02. Preparation and compilation
Manual Triage of code s Security \ stion source code ond

Testing
(SAST)

&

03. Source Code Vulnerability Scanning
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SDL Practices: SAST Tooling

QSemmle/CodeQL sonarcloud (Q)

@ snyk

e speCtrGI Checkmarx

https://owasp.org/www-community/Source Code Analysis Tools

£ klocwork
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https://owasp.org/www-community/Source_Code_Analysis_Tools

SDL Practices: Static Application Security Testing (SAST)

To improve security all around a CVE (Common Vulnerability and Exposures)
database was created

Defined on top of CWE (Common Weakness Enumeration) definition, being an
effective instance of 1+ CWE exploit

On this database, each CVE found on open-source software are published with

vulnerability description and how to fix

0.0 None
For each CVE a CVSS score is calculated granting | 0.1-3.9 Low
a potential risk you're exposed 40-69 Medium
70-89 High
9.0-10.0 Critical

MoOngy 2022 24 moOngu.



SDL Practices: Dynamic Application Security Testing (DAST)

Type of testing that looks for security vulnerabilities by safely exploiting a running
application from the outside

This type of testing is not dependent on the framework or programming
language used

Differs from SAST because runs on top of a running application

Must of the times, a specific environment is created to run DAST tests (and then
destroyed ©)

Uses fuzzy mechanisms to test your application, like send request with body,
corrupted headers, etc.

At least should run tests on your application to check OWASP Top 10 Attacks

MoOngy 2022 25 moOngu.



SDL Practices: OWASP Top 10

@ULUHSP B INTEGRATED INTO NEW/EXISTING CATEGORY
B CATEGORY MOVED DOWN

I o P 1 O W CATEGORY MOVEDUP

2017 2021

A01:2017 - INJECTION A01:2021 - BROKEN ACCESS CONTROL

A02:2017 - BROKEN AUTHENTICATION A02:2021-CRYPTOGRAPHIC FAILURES

AD3:2017 - SENSITIVE DATA EXPOSURE AD3:2021-INJECTION

AD4:2021 - INSECURE DESIGN

AD4:2017 - XML EXTERNAL ENTITIES (XXE) ®--

A05:2017 - BROKEN ACCESS CONTROL e AD5:2021- SECURITY MISCONFIGURATION

A086:2017 - SECURITY MISCONFIGURATION A06:2021- VULNERABLE AND OUTDATED COMPONENTS

A07:2017 - CROS-SITE SCRIPTING (XSS) &~ A07:2021-IDENTIFICATION AND AUTHENTICATION FAILURES

ADB:2017 - INSECURE DESERIALIZATION @-------=s"m--cmmcmommeme » AD8:2021- SOFTWARE AND DATA INTEGRITY FAILURES [

AD9:2017 - USING COMPONENTS WITH KNOWN VULNERABILITIS / A09:2021- SECURITY LOGGING AND MONITORING FAILURES*
A10:2017 - INSUFFICIENT LOGGING AND MONITORING A10:2021- SERVER-SIDE REQUEST FORGERY (SSRF)*

OWASP Top Ten Web Application Security Risks | OWASP
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https://owasp.org/www-project-top-ten/

SDL Practices: OWASP Top 10

I your application is not affected by OWASP Top 10 vulnerabilities, can you say
your application is secure and solid?

MoOngy 2022 27 moOngu.



SDL Practices: OWASP Top 10

T your application is affected by any OWASP Top 10 vulnerabilities, can you say
your application is insecure?

MoOngy 2022 28 moOngt,l.



SDL Practices: Dynamic Application Security Testing (DAST)

[deally, and using shift-right approach, you may run it in production expecting
Issues to arise

Works well together with canary/ring deployment strategies where you may test
and affect only a subset of your users

Other technigues for production testing like penetration testing and chaos
engineering (monkey testing)

MoOngy 2022 29 moOngu.



SDL Practices: DAST Tooling

otsparker m

acuhetix

< detectify b o

GitLab

Ultimate

https://owasp.org/www-community/Vulnerability Scanning Tools
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https://owasp.org/www-community/Vulnerability_Scanning_Tools

SDL Practices: Software Composition Analysis (SCA)

MoOngy 2022

Open source by the numbers

Open SouTce sitmare Usage AMmang enterprises has exploded inthe last decade, aceordng to industry research.
in the ast three years, that usage has given way to epen soanoe contributions by erterprise develooers,
ofben under the auspices of corporabe open SoUNRGE programs.

Number of open source Open source Banehts of open
projects on the rise averywhere source contribution
4,600
%% ==IIIIIIII
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EEEEEEEEEE
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ynopiys in 2019 contal Linux Foundation survey have
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ll"ﬂ plan b0 create one

—
008 aar

180,000 T

ensuring high code quality and
Numbser of open Souroe projects Percentage of open source frequent releases to OpEn SoUrce
tallied in 2019 by IntroBooks within audited codebases comimunities
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36% of Linux Foundation survey participant: mention developer recruitment
and retention as a primary benefit of open source programs in 2019
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SDL Practices: Software Composition Analysis (SCA)

CVSS Severity Distribution Over Time

This visualization is a simple graph which shows the distribution of vulnerabilities by severity over time. The choice of LOW, MEDIUM and
HIGH is based upon the CVSS V2 Base score. For more information on how this data was constructed please see the NVD CVSS page .
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& Gheck Eont Log4j - A TRUE CYBER PANDEMIC

It is clearly one of the most serious vulnerabilities on the internet in recent years.
When we discussed the Cyber pandemic, this is exactly what we meant — quickly
spreading devastating attacks.

% Corporate Networks
impacted per region

w1l-Dec W13-Dec

J ;I _I } \L | | N

-4

g

North  Glokal Avg. latir Africa  Europe ANZ
n America

AMOUNT OF
ATTACKED
RESOURCES:

338,000

60

n 12 18

Check Point prevented over 820.000 attack
attempts since the outbreak

We have so far seen an attempted exploit on
over 40% of corporate networks globally

New variations of the original

i i i i The data used in this report was detected by Check Point Software’s Threat Prevention technologies, stored and analyzed in Check Point ThreatCloud.
ex p lOIt I) em g intro d uce d ra p | d [y ThreatCloud provides real-time threat intelligence derived from hundreds of millions of sensors worldwide, over networks, endpoints and mobiles. The
- intelligence is enriched with Al-based engines and exclusive research data from Check Point Research - The intelligence & research arm of Check Point

- over 60 in less than 24 hours

Software Technologies.

MoOngy 2022
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SDL Practices: Software Composition Analysis (SCA)

So, Open Source is a bad and dangerous thing? Of course not!

But you need to use it careful and mostly you need to clearly know what are you
using!

Constantly run a scan on your dependencies is crucial to understand known
vulnerabilities on your supply chain

Knowing the vulnerabilities and their severity you may define you plan to fix
them

Know what you're using means knowing your dependency graph! Your direct
dependency have its own dependencies. That dependencies have their own
dependencies and so on...

MoOngy 2022 34 moOndu.



Dependency Graph
npm package Mocha

You select only one package but look
to your attack surface!

Another risk is about how open source
project is maintained

On image, red means only one
maintainer.

s a risk you may want to take, but you
have to clearly know it!




SDL Practices: SCA Tooling

0 Dependabot @ WhiteSource

\
@ snYk \ D DEPENDENCY-TRACK
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Secure Infrastrucure




Secure Infrastructure

Secure DevOps proposal is to add security layer on top of any phase of DevOps
infinite loop

Any phase uses infrastructure to execute expected outcomes

What means infrastructure
in DevOps?

MoOngy 2022 38



What means infrastructure in DevOps?

For plan, your PO, designer or architect workstations are DevOps Infra

On build phase, developers and any want producing code workstation is DevOps
Infra

I you use any internal repository, is DevOps Infra

During CI/CD, your runners are DevOps Infra, even more if you don't control
them directly and you're doing deploys on your infra

On testing phases, testers and even customers workstations are DevOps Infra

During operation, all your operations and infra team workstations are DevOps
Infra

Oh! And your production (all) environments are DevOps Infra too! ©
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Secure Infra in DevOps

Vulnerable workstations open doors for lateral moves

Constantly update your machines

Zero trust principles, grant access to everything is needed but nothing more
Repository access sharing credentials and adding to the repos

Reuse of credentials without rotation

Isolate your environments to make harder to do lateral moves

Upskill your collaborators and make surprise tests for common tasks, like email
phishing

MoOngy 2022 40



GitHub Advanced Security




Secure software litecycle with GitHub

SR

Dependency Code
Scanning Scanning

MoOngy 2022 42

&

Secrets
Scanning
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Dependency Scanning

Dependency graph: See the packages your project depends on, the repositories
that depend on them, and any vulnerabilities detected in their dependencies.

Dependabot alerts: Get notified when there are new vulnerabilities affecting your
repositories. GitHub detects and alerts users to vulnerable dependencies in
public and private repos.

Dependabot security and version updates: Keep your supply chain secure and
up-to-date by automatically opening pull requests that update vulnerable or

out-of-date dependencies.

About supply chain security - GitHub Docs

MoOngy 2022 43


https://docs.github.com/en/code-security/supply-chain-security/understanding-your-software-supply-chain/about-supply-chain-security

Code Scanning

Find and fix vulnerabilities fast, before they are merged into the code base with
automated CodeQL scans.

Community of top security experts produce CodeQL queries to empower every
project with a world-class security team. You can even create your own custom
queries.

Integrated with developer workflow for a frictionless experience and faster
development, beginning with IDE integration and automate on GitHub Actions

Extensible as you may plug other SAST tools into the same developer workflow.



Secret Scanning

Identifies secrets as early as possible, since the moment they are pushed to
GitHub and immediately notifies developers when they are found. Scan your
entire git history

Community of secret scanning partners, for every commit made to your
repository, and its full git history, we'll look for secret formats from secret
scanning partners

Secret scanning watches both public and private repos for potential secret
vulnerabilities.

Protection from exposed secrets, automatically disable or suspend secrets from
100+ service providers as soon as they are committed
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https://docs.github.com/en/code-security/secret-scanning/secret-scanning-patterns#supported-secrets-for-partner-patterns

Demo: GitHub Advanced Security
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